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LAMPIRAN

Lampiran 1 Program Smart Padlock
Program Smart Padlock menggunakan Arduino IDE dengan bahasa
pemrograman C++, Berikut kode program utama Smart Padlock :

define ELYNK TEMPLATE ID "IMPLOEOgKBnwA"
fdefine BLYNK _TEMPLATE _ "NAME "Smart Padlock"
fdefine BLYNH_AUTH TOKEH "RS=LtXulLE bqu_oYIamuDFLIPNCngZ"

finclude <WiFi.h>
finclude <BlynkSimpleEsp32.h>

finclude <Adafruit Fingerprint.h>
#include <HardwareSerial.h>
finclude <SPI.h>

#include <MFRC522.h>

finclude <Praeferences.h>
Preferences preferences;

/] wwwmunnunssnnsesunnnn KONELQUEASL PIIN o -
| #define RST_PIN 22

fdefine SS_PIN 21

| #define RELAY_PIN 5

fdefine BUZZER_PIN 4

// T T I L Ll Ll L LTI T T RFID Ml T o

fdefine MAX_CARDS 20

MFRC522 mfrc522 (SS_PIN, RST _PIN);
byte r-qiattrudUIDl[HAX CARDS] [10];
byte uidSizes[MAX CARDS]:

int registeredCount = 0;

// - - A . Finggrprint R O SRR D

HardwareSerial mySerial (2);
Adafruit_Fingerprint finger (smySerial);

f/ FEeeasssssessnssssees StAte TesssessesssessEen"nses-

bool relayState = false;

char auth(] = "BS-LtXuOE_btbq _oYIamuDFLIPNCag92";
char ssid[) = "SmartPadlock")
char pass() = "11111111";

// wesssnsssscssnsnnsene Setup messsssusnscanswssnas
void setup()

Serial.begin(115200);
delay(1000);,

pinMode (RELAY PIN, QUTPUT);
pinMode (RUZZER_PIN, OUTPUT)
digitalWrite (RELAY PIN, LOW);
digitalWrite (BUZZER_PIN, LOW);

mySerial.begin (57600, SERIAL BN1, 16, 17);
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finger.begin(57600);

if (!finger.verifyPassword()) ({
Serial.println("Fingerprint tidak terdeteksi!");
while (true) delay(100);

}

SPI.begin();
mfrc522.PCD_Init();

preferences.begin("rfid", false):;
loadRFIDData () ;

Serial.println("Smart Padlock Siap!"™);

Blynk.begin (auth, ssid, pass):;
}

/] s=====s=============== [0Op =====================
void loop() {
Blynk.run();
if (checkFingerprint()) {
toggleRelay();
delay(2000):;
} else if (checkRFID()) {
toggleRelay();
delay(2000);
}

}

/] ============== = Fingerprint =====================
bool checkFingerprint () {
if (finger.getImage() != FINGERPRINT OK) return false;
if (finger.image2Tz () != FINGERPRINT OK) return false;
if (finger.fingerFastSearch() != FINGERPRINT OK) {
Serial.println("X Sidik jari tidak ditemukan.");
beepGagal () ;
return false;

}

Serial.print ("« Sidik jari cocok. ID: ");
Serial.println(finger.fingeriID);
return true;

)

// mmemassssesessssssssss RETD o oo oo
bool checkRFID() {
if (!mfrc522.PICC_IsNewCardPresent()) return false;
if (!mfrc522.PICC_ReadCardSerial ()) return false;

if (isCardRegistered(mfrc522,uid,uidByte, mfrc522.uid.size)) |

Serial.print ("« Kartu RFID cocok: ");
for (byte 1 = 0; i < mfre522,uid,.size; i+t) |
Serial.print (mfrc522.uid.uidByte[i]), HEX); Serial.print("
")i
}
Serial.printlin();
_ mfre522,PICC HaltA()i
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return true;
} else ({
Serial.println(" )X Kartu RFID tidak terdaftar."):
beepGagal () ;
mfrc522.PICC HaltA();
return false;
°-3 l
}

f/ — =+ 3+ 3 &+ 1 3 & 5 3 &3 3 o 4 st i i Relay dan Euzzer 3+ 3+ + + + 3+ + + +
void toggleRelay() {
relayState = !relayState;

digitalWrite (RELAY PIN, relayState ? HIGH : LOW);

// Update ke Blynk
Blynk.virtualWrite (Vl, relayState ? "TERKUNCI" : "TERBUKA") ; I

|

if (relayState) {
Serial.println(" @ Solenoid MENGUNCI");
Blynk.logEvent ("solenoid lock", "Smart Padlock terkunci!");
} else {
Serial.println("@ Solenoid TERBUKA");
Blynk.logEvent ("solenoid unlock", "Smart Padlock terbuka:!");
g
beepSukses () ;

| }

void beepSukses () {
for (int- 1= ¢, 1< 2; 1t4) {
digitalWrite (BUZZER PIN, HIGH);
delay(100);
digitalWrite (BUZZER PIN, LOW);
delay(100);
§ 4
} I

void beepGagal () {
digitalWrite (BUZZER_PIN, HIGH);
delay(700); // bunyi panjang
digitalWrite (BUZZER_PIN, LOW);

)

/]| m=ssssss=smmmssms===== RFID Helperg EEsCEsEESEEEIESEEEaRN

bool compareUID(byte *uidl, byte sizel, byte *uid2, byte size2)
{

if (sizel != size2) return false;
for (byte i = 0; i < sizel; i++) (

if (uidl[i) != uid2[i]) return false;
]

return true;

} .

bool isCardRegistered(byte *uid, byte size) {
for (int i = 0; 1< reg}atereanunt; it+) |
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If (compareUID(uid, size, registeredUIDs[i], uidSizes[i]))
return true;

}

return false;

}

void loadRFIDData() {
registeredCount = preferences.getInt("count", 0);
for (int i = 0; i < registeredCount; i++) {
String key = "uid” + String(i);
| uidSizes[i] = preferences.getUChar(("len"™ +
String(i)).c str(), 0);
preferences.getBytes (key.c str(), registeredUIDs([1i],
uidSizes([i]): '
}
}

Lampiran 2 Program Registrasi Sidik Jari Dan RFID
Sebelum Smart Padlock menggunakan program utama, pastikan sudah

mendaftarkan sidik jari dan kartu RFID. Untuk mendaftarkan sidik jari dan RFID
menggunakan kode program yang berbeda. Berikut kode program pendaftaran

sidik jari dan kartu RFID :

$§include cAda??ﬁit_Finge;E}int.h}
$include <HardwareSerial.h>
$include <SPI.h>

$include <MFRC522.h>

$include <Preferences.h>
Preferences preferences;

A PIN KONFIGURASI =—=====m==m=—=—————
$define RST_PIN 22

#define SS_PIN 21

fdefine RELAY PIN 5 // D5

§define BUZZER PIN 4  // D4

[]| ===—mmm—————————— REZID NOBEIGURARL #Sessmmisnmmmemns sy
| #define MAX_CARDS 20

| MFRC522 mfrc522 (SS_PIN, RST_PIN);

| byte registeredUIDs[MAX_CARDS] [10];

byte uidSizes[MAX CARDS];

Wint registeredCount = 0;

/] =mmmmmm—————————— FINGERPRINT =======m=========-=
HardwareSerial mySerial(2); // RX = GPIOl16, TX = GPIO17

Adafruit_Fingerprint finger (&mySerial);

Il wowerronsccecapmen RELAY STATE =m=wmee- N W o op e
bool relayState = false;

/] =—=————meeccccmc—-- SETUP ==v-vresveccnccnce=
void setup() {
_Serial.begin(115200);
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delay(1000);

// Inisialisasi pin
pinMode (RELAY PIN, OUTPUT);
pinMode (BUZZER PIN, OUTPUT) ;
digitalWrite (RELAY_PIN, LOW) ;
digitalWrite (BUZZER PIN, LOW);

// Fingerprint

Serial.println("Inisialisasi Fingerprint...");
mySerial.begin (57600, SERIAL 8N1l, 16, 17);

finger.begin (57600) ;
if (finger.verifyPassword()) {

Serial.println("Fingerprint OK");

} else {

Serial.println("Gagal inisialisasi fingerprint");

while (1) delay(100);
}

// RFID

Serial.println("Inisialisasi RFID...")

SPI.begin();
mfrc522.PCD Init();
Serial.println("RFID Siap");

// Preferences (EEPROM)

preferences.begin("rfid", false);

loadRFIDData()

printMenu();

/] —==mmmm e mm e 100 B

void loop() {
if (Serial.available()) {

String pilihan = readSerialLine();

if (pilihan == "1") enrollFinger():;

"2") deleteFingerprint():
"3") scanFingerprint();
else if (pilihan == "4") daftarRFID();

else if (pilihan
else if (pilihan

I

// Awal relay OFF

.
r

else if (pilihan == "5") hapusRFID();

else if (pilihan == "6") cekRFID();
else Serial.println("Pilihan tidak valid.");

printMenu() ;

[| =====m=mmmmem————- UTIL ==-=========m=—=—-

String readSerialline()
String input = "%;
while (true)
if (Serial.avalilable() > 0)
char ¢ = Serial.read():

if (c == '\n' || ¢ == '\r') |

{
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)

{f (input.length() > 0) break;
| else |
input 4= ¢;
Serial.print(c):
}
}

}
Serial.println();

return input;

void printMenu() (

//

Serial.println("\n=== MENU UTAMA ===");
Serial.println("1l. Daftar Sidik Jari");
Serial.println("2. Hapus Sidik Jari");
Serial.println("3. Cek Sidik Jari");
Serial.println("4. Daftar Kartu RFID");
Serial.println("5. Hapus Kartu RFID");
Serial.println("6. Cek Kartu RFID");
Serial.print ("Pilih opsi: ");

void enrollFinger() (

f£i

Serial.println("Masukkan ID sidik jari (0-127):");
String idStr = readSerialLine();
int id = idStr.tolInt();
if (id < 0 || id > 127) |
Serial.println("ID tidak valid");
return;

}

Serial.println("Letakkan jari untuk scan pertama...");

while (finger.getImage() != FINGERPRINT OK) delay(100);

if (finger.image2Tz (1) != FINGERPRINT_OK) ({
Serial.println("Gagal proses gambar ke template");
return;

)

Serial.println("Lepas dan letakkan lagl jari..."):

delay(2000);

while (finger.getImage() |= FINGERPRINT OK) delay(100);

if (finger.image2Tz(2) != FINGERPRINT_OK) ({
Serial.println("Gagal proses gambar ke template 2");
return; ‘

)

if (finger.createModel () != FINGERPRINT OK ||
nger.storeModel (1id) != FINGERPRINT_OK) |
Serial.println("Gagal menyimpan sidlik jari");
|} else |
Serial .println("8idik jarl berhasil didaftarkan");

l

void deleteFingerprint()
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Serial.println("Masukkan ID sidik jari yang ingin dihapus:");
String idStr = readSeriallLine();
int id = idStr.tolnt();
if (finger.deleteModel (id) == FINGERPRINT OK) ({
Serial.println("Sidik jari dihapus.");
} else ({

Serial.println("Gagal menghapus.");

}
)

|
void scanFingerprint() |
Serial.println("Letakkan jari Anda...");
int p = -1;
unsigned long startTime = millis();

// Mulai proses pencarian sidik jari
while (millis() - startTime < 3000) ({
p = finger.getImage():
if (p == FINGERPRINT OK) break;
delay(30);

)

unsigned long endTime = millis():;
float responseTime = (endTime - startTime) / 1000.0;

if (p != FINGERPRINT OK) ({
Serial.print ("Gagal membaca gambar sidik jari. Response
time: ")
' Serial.print (responseTime, 3);
Serial.println(" detik"):
return;

}

if (finger.image2Tz() != FINGERPRINT OK ||
finger.fingerFastSearch() != FINGERPRINT OK) ({
Serial.print("Sidik jari tidak ditemukan. Response time: ");
I Serial.print (responseTime, 3);
Serial.println(" detik"):;
} else {
Serial.print ("Sidik jari ditemukan. ID: ");
Serial.print (finger.fingerlID);
Serial.print ("™ | Response time: ");
Serial.print (responseTime, 3);
Serial.println(" detik");
toggleRelay();

[/ ====eeeveccceres=e RFID ==esccesccccssncese-
void daftarRFID() |
Serial.println("Tempelkan kartu..."):
while (!mfrc522,PICC IsNewCardPresent() ||
Imfrc522.PICC_ReadCardSerial()) delay(100);
if (addCard(mfrc522.uid.uidByte, mfrc522.uid.size)) {
Serial.println("Kartu berhasil ditambahkan,"):

} else |
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Serial.println("Kartu sudah ada atau kapasitas penuh.");

l
mfrc522.PICC_HaltA():;

void hapusRFID() {
Serial.println("Tempelkan kartu untuk dihapus...");
while (!mfrc522.PICC_IsNewCardPresent() ||
!Imfrc522.PICC_ReadCardSerial ()) delay(100);
if (removeCard(mfrc522.uid.uidByte, mfrec522.uid.size))
Serial.println("Kartu berhasil dihapus.");
} else {
Serial.println("Kartu tidak ditemukan.");

}
mfrc522.PICC HaltA();

}

volid cekRFID() {
Serial.println("Tempelkan kartu untuk dicek...");
unsigned long startTime = millis();
bool found = false;

while (millis() - startTime < 3000) ( |
if (mfrc522.PICC_IsNewCardPresent () &é&
mfrc522.PICC_ReadCardSerial()) {
found = true;
break;
}
delay(30);
}

unsigned long endTime = millis();
float responseTime = (endTime - startTime) / 1000.0;

if (!found) {
Serial.print ("Kartu tidak terdeteksi. Response time: ");
Serial.print (responseTime, 3);
Serial.println(" detik"):
return;

)

// Tampilkan UID kartu

Serial.print ("UID: ");

for (byte i = 0; i < mfrc522.uid.size; i++) {
Serial.print (mfrc522.uid.uidByte[i] < 0x10 ? "O" : "");
Serial.print (mfrc522.uid.uidByte(i], HEX);
if (i €< mfrc522.uid.size - 1) Serial.print(":");

)
Serial.println();

// Cek apakah UID sudah terdaftar

if (isCardRegistered (mfrc522.uid.uidByte, mfrc522.uid.size)) {
Serial.print ("Kartu DITEMUKAN. Response time: ");
Serial.print (responseTime, 3);

Serial.println(" detik");

toggleRelay();




} else {
Serial.print ("Kartu tidak terdaftar. Response time: ");

Serial.print (responseTime, 3);
Serial.println(" detik");

)

mfrc522.PICC_HaltA();
}

Il/ ------------------ EEPROM / Preferences ====scescccomcmc=ee
void saveRFIDData() (
preferences.putlInt ("count"”, registeredCount);
for (int i = 0; i < registeredCount; i++) |{
String key = "uid" + String(i);
preferences.putBytes (key.c str(), registeredUIDs[i],
| uidsizes([i]);
preferences.putUChar(("len"™ + String(i)).c_str(),
|uidSizes[i]);
}

}

Ivoid loadRFIDData() {

registeredCount = preferences.getlInt ("count”, 0);
for (int 1 = 0; i < registeredCount; i++) {
String key = "uid" + String(i);
uidSizes[i] = preferences.getUChar(("len" +
String(i)).c_str(), 0);
preferences.getBytes (key.c str(), registeredUIDs([i],
uidSizes|[i]):;

}
}

/] ===—m—mmemecncccaa- LOGIKA AKSES ======eecsccccccece-
bool compareUID(byte *uidl, byte sizel, byte *uid2, byte size2)
{
if (sizel != size2) return false;
for (byte i = 0; 1 < sizel; i++)
if (uidl[i] != uid2[i]) return false;
}

return true;

)

bool isCardRegistered(byte *uid, byte size) {
for (int 1 = 0; 1 < registeredCount; 1i++) {
if (compareUID(uid, size, registeredUIDs([i], uidSizes([i]))
return true;
)

return false;

)

| bool addCard(byte *uid, byte size)
if (registeredCount >= MAX CARDS || isCardReglstered(uid,
| size)) return false;
for (byte i = 0; i < size; i++) |
registeredUIDs [registeredCount] [1] = uid[i];
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}

uidSizes[registeredCount] = size;

registeredCount++;
saveRFIDData () ;
return true;

}

bool removeCard(byte *uid, byte size)

}

registeredCount--;
saveRFIDData () ;
return true;

}
}

return false;
}

i
for (int i = 0; i1 < registeredCount; i++) ({
if (compareUID(uid, size, registeredUIDs[i], uidSizes[i])) |

for (int j = i; j < registeredCount - 1; j++) {
memcpy (registeredUIDs[j], registeredUIDs[j + 1],
sizeof (registeredUIDs(j]));
uidSizes[j] = uidSizes(j + 1];

] =——mmmmm——————— e RELAY DAN BUZZER

void toggleRelay() ({
relayState = !relayState;

digitalWrite (RELAY PIN, relayState

beepBuzzer(2);
}

void beepBuzzer (int count) ({
for (int i = 0; i < count;
digitalWrite (BUZZER_PIN,
delay(100);
digitalWrite (BUZZER_PIN,
delay(100);

)
)

i+4) |
HIGH) ;

LOW) ;
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